Information Barriers



What are information Barriers

Information Barriers are policies that you set up in order to make sure that users are not allowed to share
information with each other. Its not about protecting files at rest or files intransit it’s about putting up walls
inside your tenant to block on segment of your tenant from accessing information from another segment.

It is even more restrictive that sensitivity labels and other security options used for protecting data

Segments can be set up based on group membership, departments or other selected account attributes
(Segments are sets of users that are defined in the Microsoft 365 compliance center using a selected user account attribute)

License prerequisites for Information Barriers

O Microsoft 365 E5/A5/G5

1 Microsoft 365 E5/A5/G5 Compliance

O Microsoft 365 E5/A5/G5 Insider Risk Manage
O Office 365 E5/A5/G5



Information barrier policies determine communication limits or restrictions.
When you define information barrier policies, you choose from two kinds of
policies:

*" Block policies prevent one segment from communicating with another

segment.
= Allow policies allow one segment to communicate with only certain

other segments.

Policy application is done after all information barrier policies are defined,
and you are ready to apply them in your organization.
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Information barrier » Segment » Create segment

@ e @ Segment created

User group filter : :
© grodp Information barrier segment has been created.

@ Review your settings
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Microsoft 365 compliance

Information barrier » Segment » Create segment
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Information barrier > Policies » Create policy
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